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1 SEE

AARAERLE T 3 T R S ) X3 P AAE B 65 B AR 2 7 m SRR
AR I T 0T T R 5 1) X AR AT B & IR S5 U i R S A

2 MEMsIAxH

AU SCA AR P A I S RIS 51 T AL AR A A A AN R/ S Fe b, v R 51 SO,
A% B ST B (R RRAR T FH T AN s ANV H 51 - SCrF, oo CBFE A B o) @i T4
PRt

ITU-T X.509(03/00) 15 B AR-FFAM ARG - H 3t AL AL IEHE S

ISO/ITU-T ASN.14H & iBE7%Fric (Abstract Syntax Notation One)

WS/T 448 FTJ& B A RS S 10 X B AR B S HORKIE

WS/T 482 TAEAE B IL S 30 2 i BT

3 AiBMBELETE

3.1 ARIBFMENX
WS/T 448. WS/T 4825 5E 1) S T HIARVE R 8 SG&E H T A AR
3.1.1

2497 A Security node
W R FR A B COME— W2 bk 1 % A BUIR S B, B ARk BRI Th e . B ARG & i
PIZE s AN AT ENL BRSS % $TEHLAN A X 28 R 1 2% o 22 47 i R B AN HLZ R B0 A 35 A

3.1.2
WX &5 18] ;. Access Point
FE X1 2% b AT [l R 5
3.2 4EEEiE
T VISR EE T A bR
DICOM: [E# 514 Milif (Digital Imaging and Communications in Medicine)
HTTP: B SCALSHPY (HyperText Transfer Protocol )

HL7: BFA4(EBE72i (Health Level Seven)
NA: 5 Z864F (Node Authentication)
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NAS: 1 25 5E AR 45 %% (Node Authentication Server)
SN: 2471/ (Security Node)

4 fat
4.1 BBEX
T RIE AT
—— 1 IR UE RS (NAS): ST s 30 E iR 555

—— AT E(SN): TEMLE ERPN T S BB AT R R, B — NP G40y, AT S A%
P AN U5 1]

4.2 AEBHXHXRAR
57 IR R 55 LR A R O 5 M (L TR 52 5 ok 2 LI L

T RIIE
BR 5525

IST-NAL ﬁﬁ‘,ﬁB&iET T IST-NA2 v [ AL PR 36 AIE

1 THRIIERSHERE
4.3 AENXZARY
5 GRS S WAL, W SR %A AR, W RCSEBbRE R AR 2N “R” 5.
R WRRIERS ZEirE-A AR S

i 5 G5 A 3 T
T IR IST-NA1 R
T KRR 55 & (NAS) — -
U [ A R 58 1E IST-NA2 0
T IR IST-NA1 R
4 FL(SN) e
U [ AS PR B8 11E IST-NA2 0
5 X5
51 TRIIE
5.1.1 B
IOIE T S A L2
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E3 TSR S RIER
5.1.3 HEIEX
5.1.3.1 i &k =4

AR 2 A R S I R A R 2 (B AR B AT B, il kIS 5 .
FEAR 22 4 AN DICOM. HTTPEGHL 734 a2 37 36 AIE 1 s FE

5.1.3.2 HEZHWRAR
T B G5 H NRFE B S B Y I IE IR 55 7 Bk X Authenticate o ZX M- 223K, T B AP R AR K2,

R DRIEEKHEREESN

T FH AT =y L Xof LA TR IR A
/NodeAuthenticate I..1 R RIETH B
/NodeAuthenticate/id 1.1 R OIDAAY, 7 ki PfE—HRil.
/NodeAuthenticate/digestValue 1..1 R VEPSEEL
/NodeAuthenticate/signatureValue 1..1 R MEPSE RN T4
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5.14.1 &2 =M

71 R UE IR S5 SR R BN SR TE RIS, il R T SR o
5.1.4.2 iHB MR AR

T B R N B SR B ALIRAIE IR 45T Bk I AuthenticateResponse 76 A4 EE 3Kk, T B R 410 W
#3.

R3 PRIEAERKNEZRHSHTAR

Bip=t FEHL EIpeiAi RPN X I TCRR RS
/NodeAuthenticateResponse 1..1 R AU 2 B

5.1.5 HEEX
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——IE PR FIEATER C. 1 g,
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U TSRS R A 451 L 114

7 IV AURAE
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AR AR A A R RIS IR AR 55 R SR ISR Y A
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5.2.3 HEIEX
5.2.3.1 i &k =4

AR 2 A R S I R A R 2 (B AR B A TS B, ik RS S
HAR T EXTEENDICOM. HTTPERHL7 #2242 B FH Y AR B BRI R .

5232 HEZHMRAR

TH IS M A1 R PR B IR 251 S A% U AccessPermissionRequest yT 2 14 i 223K, Y B kb 78 29 3 L
#6.

® 4 HREINRERIERNEIH S FTLR

R B3 EpriAli 5 R X TORR IR T
/ServiceAccessAuthenticate 1..1 R
/ServiceAccessAuthenticate/id 1.1 R 1 A OIDAR IR A
/ServiceAccessAuthenticate/ServiceName | 1..1 R Ui o] iR R 4% 44 R

5.2.4 HENE
5.2.4.1 itk EH

MR R e A S SRR AT A AR A TR B AR, R % RN
5.2.4.2 B EMRAR

TH JE G A A1 7 IR AP H AR 45 7 JE A = AccessPermissionResponse 7o & M ALK, THEAN AT
2R MRS,

®5 TRIFENREEIEKREERHSIFTLR

T JE HH TR X B TEAR IR

/ServiceAccessAuthenticateResponse id 1..1 5 501D
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X A%44: rhin_Authentication.wsdl

<?xml version="1.0" encoding="UTF-8"?>
<!--Ver.0.12.1/2018-03-22 Dejun Hsu-->
<wsdl:definitions xmiIns:wsoap12="http://schemas.xmlsoap.org/wsdl/soap12/" xmiIns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="http://www.chiss.org.cn/rhin/2015" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
targetNamespace="http://www.chiss.org.cn/rhin/2015">
<wsdl:import namespace="http://www.chiss.org.cn/rhin/2015" location="rhin_Authentication.xsd"/>
<wsdl:message hame="NodeAuthenticate">
<wsdl:part name="parameters" element="NodeAuthenticate"/>
</wsdl:message>
<wsdl:message name="NodeAuthenticateResponse">
<wsdl:part name="parameters" element="NodeAuthenticateResponse"/>
</wsdl:message>
<wsdl:message name="ServiceAccessAuthenticate">
<wsdl:part name="parameters" element="ServiceAccessAuthenticate"/>
</wsdl:message>
<wsdl:message hame="ServiceAccessAuthenticateResponse">
<wsdl:part name="parameters" element="ServiceAccessAuthenticateResponse"/>
</wsdl:message>
<wsdl:portType name="NodeAuthProvider">
<wsdl:operation name="NodeAuthenticate">
<wsdl:input name="NodeAuthenticate" message="NodeAuthenticate"/>
<wsdl:output name="NodeAuthenticateResponse" message="NodeAuthenticateResponse"/>
</wsdl:operation>
</wsdl:portType>
<wsdl:portType name="ServiceAccessAuthProvider">
<wsdl:operation name="ServiceAccessAuthenticate">
<wsdl:input name="ServiceAccessAuthenticate" message="ServiceAccessAuthenticate"/>
<wsdl:output name="ServiceAccessAuthenticateResponse" message="ServiceAccessAuthenticateResponse"/>
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="NodeAuthProviderBinding" type="NodeAuthProvider">
<wsoapl2:binding style="document" transport="authenticateWebserviceSoap"/>
<wsdl:operation name="NodeAuthenticate">
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<wsoapl2:operation style="document"/>
<wsdl:input name="NodeAuthenticate">
<wsoapl2:body use="literal"/>
</wsdl:input>
<wsdl:output name="NodeAuthenticateResponse">
<wsoapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:binding name="ServiceAccessAuthProviderBinding" type="ServiceAccessAuthProvider">
<wsoapl2:binding style="document" transport="accessPermissionWebserviceSoap"/>
<wsdl:operation name="ServiceAccessAuthenticate">
<wsoapl2:operation style="document"/>
<wsdl:input name="ServiceAccessAuthenticate">
<wsoapl2:body use="literal"/>
</wsdl:input>
<wsdl:output name="ServiceAccessAuthenticateResponse">
<wsoapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="naWebservice">
<wsdl:port name="NodeAuthProviderImplPort" binding="NodeAuthProviderBinding">
<wsoapl2:address location="{rhinHost}/NodeAuthProvider"/>
</wsdl:port>
<wsdl:port name="ServiceAccessAuthProviderImplPort" binding="ServiceAccessAuthProviderBinding">
<wsoapl2:address location="{rhinHost}/NodeAuthProvider"/>
</wsdl:port>
</wsdl:service>

</wsdl:definitions>
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XA%44: rhin_Authentication.xsd

<?xml version="1.0" encoding="UTF-8"?>
<!-- Ver.0.11.0/2018-04-26 Dejun Hsu-->
<xs:schema xmlins:xs="http://mww.w3.0rg/2001/XMLSchema" xmlns="http://www.chiss.org.cn/rhin/2015"
targetNamespace="http://www.chiss.org.cn/rhin/2015" elementFormDefault="qualified">
<xs:include schemalLocation="Base/RHIN-Base.xsd"/>
<xs:element name="NodeAuthenticate" type="NodeAuthenticate Type">
<xs:annotation>
<xs:documentation>7 s A UE 1 3R i 5 </xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="NodeAuthenticateResponse" type="NullResponse">
<xs:annotation>
<xs:documentation>7 s TAE 17 3K B 27 JEL </xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="ServiceAccessAuthenticate" type="ServiceAccessAuthenticateType">
<xs:annotation>
<xs:documentation>j [l £ B AR I 3R ¥ . </xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="ServiceAccessAuthenticateResponse" type="NullResponse">
<xs:annotation>
<xs:documentation>1s ] A3 B TAUE M 57 S5 </xs:documentation>
</xs:annotation>
</xs:element>
<xs:complexType name="NodeAuthenticate Type">
<xs:sequence>
<xs:element name="id" type="0OID" minOccurs="1" maxOccurs="1">
<xs:annotation>
<xs:documentation>-7 5 0OlD</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="digestValue" type="Base64Binary" minOccurs="1" maxOccurs="1">

<xs:annotation>
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<xs:documentation>7 /5.4 Z </xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="signatureValue" type="Base64Binary" minOccurs="1" maxOccurs="1">
<xs:annotation>
<xs:documentation>7 /5.4 ZL 45 4 </xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
<xs:complexType name="ServiceAccessAuthenticateType">
<xs:sequence>
<xs:element name="id" type="OID" minOccurs="1" maxOccurs="1">
<xs:annotation>
<xs:documentation>7 £ OID</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="serviceName" type="String" minOccurs="1" maxOccurs="1">
<xs:annotation>
<xs:documentation>1jj il ¥ it % 44 Fr</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>

</xs:schema>
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HEPLEH
C.1 JEBREHMFTIX

F 5% X 50945 # S% A ISO/NTU-T ASN.1iEVE TR IA,

C.2 IEREMKLH

BARGERRR T

Certificate::=SEQUENCE{
tbsCertificate TBSCertificate,
signatureAlgorithm  Algorithmldentifier,
signatureValue BIT STRING

}

FIAA BT

——Certificate: iE3;
——SEQUENCE: X/ JFHI45H);
——thsCertificate TBSCertificate: F/~ilE 544, TBSCertificate 284,
——signatureAlgorithm Algorithmlidentifier: /<254 5%, Algorithmldentifier 257 ;
——signatureValue BIT STRING: FE/RZ41H, BIT STRING 2%,

2 FE AR AR CAFT A 5 0IDARAS :

FzC1 ZEREXOID

BTG B4R RV
1.2.840.113549. 1. 1. 4 MD5wihRSAEncryption FETMD5 FIRSA I 25 4 ik
1.2.840.113549. 1. 1.5 SHAlwithRSAEncryption K T-SHALfRIRSAZS 44 1%

1. 2.840. 10045. 2. 1 ECC WAL s ik

1. 2. 156. 10197. 1. 301 SM2 ] 2% SM2 28 44 B vk

1.2.156. 10197. 1. 501 SM3wi thSM2 T E B SM3[AISM2% 4 H ik
1. 2. 156. 10197. 1. 503 SHA256wi thSM2 JT-SHA256 ¥ SM225 44 5035
1. 2. 156.10197. 1. 504 SM3wi thRSAEncryption K T-SM3IIRSAZS 4 vk

C.3 ZREXAA (Algorithmldentifier) 54

B4 B (Algorithmlidentifier) 25 R a0
Algorithmldentifier::=SEQUENCE{

algorithm OBJECT IDENTIFIER,

parameters ANY DEFINED BY algorithm OPTIONAL

10
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}
FIEA VAR
——Algorithmldentifier: F/R2 4 H LA,
——SEQUENCE: /R FFA45H;
——algorithm OBJECT IDENTIFIER: KK 24 5k KRR 1) OID;
——parameters ANY DEFINED BY algorithm OPTIONAL: F/R&4 HiEL#H NS5

C.4 WEPEAKRIAER (TBSCertificate) 544

HEPIEAIH A (TBSCertificate) L5 AT
TBSCertificate::=SEQUENCE{

version [0] EXPLICIT Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,

issuer Name,

validity Validity,

subject Name,

subjectPublicKeylnfo SubjectPublicKeylInfo,

issuerUniquelD [1]  IMPLICIT Uniqueldentifier OPTIONAL,
subjectUniquelD  [2]  IMPLICIT Uniqueldentifier OPTIONAL,
extensions [3] EXPLICIT Extensions OPTIONAL

FIEA VAR

——TBSCertificate: iF-PHEAI;

——version [0] EXPLICIT Version DEFAULT v1:&RH IR A(E E, BRIMEN 0, FRRM
A V1;

——serialNumber,CertificateSerialNumber: % 7~ iE 5 %15, CertificateSerialNumber 287,

——signature Algorithmldentifi: 7~ CA 25 KIE TR K254 5254535,  Algorithmlidentifier
FA

——issuer Name: &/~ iE A4+, Name 54,

——validity Validity, 278 800, Validity 267

——subject Name: K/~ UE S 8, Name 84;

——subjectPublicKeyInfo,SubjectPublicKeyInfo: & 7~ #% 46 & WIE TR B #H KA H1E B,
SubjectPublicKeylInfo &7,

——issuerUniquelD,IMPLICIT Uniqueldentifier OPTIONAL: % 7~ilE 4545 & & )M —F5 7,
Uniqueldentifier 2874,

——subjectUniquelD [2] IMPLICIT Uniqueldentifier OPTIONAL: /i - & i —4x
1, Uniqueldentifier 257 ;

——extensions [3] EXPLICIT Extensions OPTIONAL: #/~¥ {58, Extensions 2574,

C.5 EBFFH|EAAE (CertificateSerialNumber) %544

R Y528 (CertificateSerialNumber) ZEydiiRan T

11
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CertificateSerialNumber::=INTEGER

FIAAVA LT
——CertificateSerialNumber: F ik 555257,
——INTEGER: F/RIEBERM, KEAKT 20 7797,

C.6 JBIAEA (Name) Z5id

LZFRFAL (Name) ZEHHEER LR
Name::=CHOICE{
RDNSequence
}
RDNSequence::=SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName::=SET OF AttributeTypeAndValue
AttributeTypeAndValue::=SEQUENCE{
type AttributeType,
value  AttributeValue
}
RIS YR
——Name: R R ZFRIEH
——RDNSequence: #7~ RDN J7 411252
——RelativeDistinguishedName: F/RHHXTEH A FK (RDN) KA,
——AttributeTypeAndValue: J& Ak xf 27
——type AttributeType: F/RZKEAL, J& AL,
——value AttributeValue: F/~H, JEHEEIA,
HIXEA 47K (RelativeDistinguishedName) B 5% Fl £ C.2JF %

Fz C2 HHIEBRAMRDN)FIFE

RDNAXH RDNAZ K PR
CN AR Common Name
ou HLR) BT 42 R Organizational Unit name
0 iR AR Organization name
L B BL L DA Locality
S /84 State or province name
C [# 44 Country

C.7 EMAEAE (AttributeType) REME (AttributeValue) EIZEH

JE MR (AttributeType) MJEPEME (AttributeValue) 855 FER QIR -
AttributeType::=OBJECT IDENTIFIER
AttributeValue::=ANY DEFINED BY AttributeTypeAlgorithmldentifier;:=SEQUENCE{
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL

12
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}
Foak UL T
——AttributeType::=OBJECT IDENTIFIER: #7xJE 1354, K OID 45#4;
——AttributeValue::=ANY DEFINED BY AttributeTypeAlgorithmldentifier: J&PEE A, 1@
PERI 24 5 ID g

13
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