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A4 rhin_audit.wsdl

<?xml version="1.0" encoding="UTF-8"?>
<!--Ver.0.12.1/2018-03-22 Dejun Hsu-->
<wsdl:definitions xmiIns:wsoap12="http://schemas.xmlsoap.org/wsdl/soap12/" xmiIns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins="http://www.chiss.org.cn/rhin/2015" targetNamespace="http://www.chiss.org.cn/rhin/2015">
<wsdl:import namespace="http://www.chiss.org.cn/rhin/2015" location="rhin_Audit.xsd"/>
<wsdl:message hame="Audit">
<wsdl:part name="parameters" element="Audit"/>
</wsdl:message>
<wsdl:portType name="AuditProvider">
<wsdl:operation name="Audit">
<wsdl:input name="Audit" message="Audit"/>
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="AuditProviderSoapBinding" type="AuditProvider">
<wsoapl2:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="Audit">
<wsoapl2:operation soapAction="Audit" style="document"/>
<wsdl:input name="Audit">
<wsoapl2:body use="literal"/>
</wsdl:input>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="AuditWebservice">
<wsdl:port name="AuditWebservicelmplPort" binding="AuditProviderSoapBinding">
<wsoapl2:address location="{rhinHost}/auditService"/>
</wsdl:port>
</wsdl:service>

</wsdl:definitions>
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4. Audit.xsd

<?xml version="1.0" encoding="UTF-8"?>
<!-- Ver.0.12.0/2018-04-26 Dejun Hsu-->
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://www.chiss.org.cn/rhin/2015" elementFormDefault="qualified"
xmins="http://www.chiss.org.cn/rhin/2015">
<xs:include schemalLocation="Base/RHIN-Base.xsd"/>
<xs:element name="Audit" type="AuditType"> </xs:element>
<xs:complexType name="AuditMessage">
<xs:sequence>
<xs:element name="eventldentification" type="EventldentificationType">
<xs:annotation>
<xs:documentation>={4:</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="activeParticipant" maxOccurs="unbounded" type="ActiveParticipantType">
<xs:annotation>
<xs:documentation>i% )% 5 # </xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="auditSourceldentification" type="AuditSourceldentificationType"
maxOccurs="unbounded">
<xs:annotation>
<xs:documentation> i 11 </xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="participantObjectldentification"
type="ParticipantObjectldentificationType" minOccurs="0" maxOccurs="unbounded">
<xs:annotation>
<xs:documentation>Z: 5%} R </xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
<xs:complexType name="EventldentificationType">
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<xs:sequence>
<xs:element name="eventID" type="CodedValueType"/>
<xs:element name="eventTypeCode" type="CodedValueType" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="EventActionCode" use="optional" type="Audit.EventActionCode"> </xs:attribute>
<xs:attribute name="EventDateTime" type="dateTimePrimitive" use="required"/>
<xs:attribute name="EventOutcomelndicator" use="required" type="Audit.EventOutcomelndicator"
> </xs:attribute>
</xs:complexType>
<xs:complexType name="AuditSourceldentificationType">
<xs:sequence>
<xs:element name="auditSourceTypeCode" minOccurs="0" maxOccurs="unbounded"
type="CodedValueType"> </xs:element>
</xs:sequence>
<xs:attribute name="AuditEnterpriseSite|D" type="stringPrimitive" use="optional"/>
<xs:attribute name="AuditSourcelD" type="stringPrimitive" use="required"/>
</xs:complexType>
<xs:complexType name="ActiveParticipantType">
<xs:sequence minOccurs="0">
<xs:element name="roleIDCode" type="CodedValueType" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="UserID" type="stringPrimitive" use="required"/>
<xs:attribute name="AlternativeUserID" type="stringPrimitive" use="optional"/>
<xs:attribute name="UserName" type="stringPrimitive" use="optional"/>
<xs:attribute name="UserlsRequestor" type="booleanPrimitive" use="optional" default="true"/>
<xs:attribute name="NetworkAccessPointID" type="stringPrimitive" use="optional"/>
<xs:attribute name="NetworkAccessPointTypeCode" use="optional"
type="Audit.NetworkAccessPointTypeCode"> </xs:attribute>
</xs:complexType>
<xs:complexType name="ParticipantObjectldentificationType">
<xs:sequence>
<xs:element name="participantObjectIDTypeCode" type="CodedValueType"> </xs:element>
<xs:choice minOccurs="0">
<xs:element name="participantObjectName" type="stringPrimitive" minOccurs="0"/>
<xs:element name="participantObjectQuery" type="base64BinaryPrimitive" minOccurs="0"/>
</xs:choice>
<xs:element name="participantObjectDetail" type="TypeValuePairType" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="ParticipantObjectID" type="stringPrimitive" use="required"/>
<xs:attribute name="ParticipantObjectTypeCode" use="optional"
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type="Audit.ParticipantObjectTypeCode"> </xs:attribute>
<xs:attribute name="ParticipantObjectTypeCodeRole" use="optional"
type="Audit.ParticipantObjectTypeCodeRole"> </xs:attribute>
<xs:attribute name="ParticipantObjectDataL ifeCycle" use="optional"
type="Audit.ParticipantObjectDataL ifeCycle"> </xs:attribute>
<xs:attribute name="ParticipantObjectSensitivity" type="stringPrimitive" use="optional"/>
</xs:complexType>
<xs:complexType name="CodedValueType">
<xs:annotation>
<xs:documentation>f LA 2 8 </xs:documentation>
</xs:annotation>
<xs:attribute name="code" type="stringPrimitive" use="required"/>
<xs:attribute name="displayName" type="stringPrimitive" use="optional"/>
<xs:attribute name="codeSystem" type="oidPrimitive" use="optional"/>
<xs:attribute name="codeSystemName" type="stringPrimitive" use="optional"/>
<xs:attribute name="original Text" type="stringPrimitive" use="optional"/>
</xs:complexType>
<xs:complexType name="TypeValuePairType">
<xs:annotation>
<xs:documentation>25 114 44 {f % 25 4 </xs:documentation>
</xs:annotation>
<xs:attribute name="type" type="stringPrimitive" use="required"/>
<xs:attribute name="value" type="base64BinaryPrimitive" use="required"/>
</xs:complexType>
<xs:simpleType name="Audit.ParticipantObjectTypeCode">
<xs:restriction base="xs:unsignedByte">
<xs:enumeration value="1">
<xs:annotation>
<xs:appinfo>/> \ </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="2">
<xs:annotation>
<xs:appinfo> R 44} G </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="3">
<xs:annotation>
<xs:appinfo>ZH ZH1#4</xs:appinfo>
</xs:annotation>
</xs:enumeration>

<xs.enumeration value="4">
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<xs:annotation>
<xs:appinfo>[£ 55 A i </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="5">
<xs:annotation>
<xs:appinfo>[X i#</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="6">
<xs:annotation>
<xs:appinfo># Jii</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="7">
<xs:annotation>
<xs:appinfo>{f f</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="8">
<xs:annotation>
<xs:appinfo>3#¥</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="9">
<xs:annotation>
<xs:appinfo>JL & </xs:appinfo>
</xs:annotation>
</xs:enumeration>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Audit.ParticipantObjectTypeCodeRole">
<xs:restriction base="xs:unsignedByte">
<xs:enumeration value="1">
<xs:annotation>
<xs:appinfo> &34 </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="2">
<xs:annotation>
<xs:appinfo>{; & </xs:appinfo>

</xs:annotation>
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</xs:enumeration>
<xs:.enumeration value="3">
<xs:annotation>
<xs:appinfo># & </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="4">
<xs:annotation>
<xs:appinfo># Ji</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="5">
<xs:annotation>
<xs:appinfo> T Y fF:</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="6">
<xs:annotation>
<xs:appinfo>F - </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="7">
<xs:annotation>
<xs:appinfo>%1& </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="8">
<xs:annotation>
<xs:appinfo>[& 4 </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="9">
<xs:annotation>
<xs:appinfo>i] i </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="10">
<xs:annotation>
<xs:appinfo>#H{& A </xs:appinfo>
</xs:annotation>
</xs:enumeration>

<xs.enumeration value="11">
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<xs:annotation>
<xs:appinfo>zz 4 H /- Sk </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs.enumeration value="12">
<xs:annotation>
<xs:appinfo>¢4x f ' 4 </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs.enumeration value="13">
<xs:annotation>
<xs:appinfo>z4x % Ji</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs.enumeration value="14">
<xs:annotation>
<xs:appinfo>2z¢ i E L </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs.enumeration value="15">
<xs:annotation>
<xs:appinfo>$2 {3 </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="16">
<xs:annotation>
<xs:appinfo>#k & H #x</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="17">
<xs:annotation>
<xs:appinfo>#k & FE</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="18">
<xs:annotation>
<xs:appinfo>i1-&ilZE</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="19">
<xs:annotation>

<xs:appinfo>JH 9% % </xs:appinfo>
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</xs:annotation>
</xs:enumeration>
<xs:enumeration value="20">
<xs:annotation>
<xs:appinfo>T.{E</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="21">
<xs:annotation>
<xs:appinfo>_L{Fi</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="22">
<xs:annotation>
<xs:appinfo>3£ % </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="23">
<xs:annotation>
<xs:appinfo> t # I </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="24">
<xs:annotation>
<xs:appinfo> i @ </xs:appinfo>
</xs:annotation>
</xs:enumeration>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Audit.ParticipantObjectDataL ifeCycle">
<xs:restriction base="xs:unsignedByte">
<xs:enumeration value="1">
<xs:annotation>
<xs:appinfo>#2 i/l i </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="2">
<xs:annotation>
<xs:appinfo>5] N/ 5 8445 Ul </xs:appinfo>
</xs:annotation>
</xs:enumeration>

<xs.enumeration value="3">
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<xs:annotation>
<xs:appinfo>{& 1E </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="4">
<xs:annotation>
<xs:appinfo>4iiF</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="5">
<xs:annotation>
<xs:appinfo>#%fi</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="6">
<xs:annotation>
<xs:appinfo>1jj [v]/{3 FH </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="7">
<xs:annotation>
<xs:appinfo>De-#5 iR </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="8">
<xs:annotation>
<xs:appinfo>Z &, M 45HE S </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="9">
<xs:annotation>
<xs:appinfo># & </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="10">
<xs:annotation>
<xs:appinfo>'F Hi /¥ U1 2| B #x</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="11">
<xs:annotation>

<xs:appinfo>2 F</xs:appinfo>
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</xs:annotation>
</xs:enumeration>
<xs:enumeration value="12">
<xs:annotation>
<xs:appinfo>2F L ik </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="13">
<xs:annotation>
<xs:appinfo>J3t¥</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="14">
<xs:annotation>
<xs:appinfo>i% 4 Ik </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="15">
<xs:annotation>
<xs:appinfo>7ic A M B/ bk
</xs:appinfo>
</xs:annotation>
</xs:enumeration>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Audit.NetworkAccessPointTypeCode">
<xs:restriction base="xs:unsignedByte">
<xs:enumeration value="1">
<xs:annotation>
<xs:appinfo> i1 EALLFR, HLIHEDNSLH FR</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="2">
<xs:annotation>
<xs:appinfo>IPh il </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="3">
<xs:annotation>
<xs:appinfo>HL i -5 ih</xs:appinfo>
</xs:annotation>

</xs:enumeration>
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</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Audit.EventActionCode">
<xs:restriction base="stringPrimitive">
<xs:.enumeration value="C">
<xs:annotation>
<xs:appinfo>#r</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="R">
<xs:annotation>
<xs:appinfo>1LH </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:.enumeration value="U">
<xs:annotation>
<xs:appinfo>5 ¥ </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="D">
<xs:annotation>
<xs:appinfo> it i:</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="E">
<xs:annotation>
<xs:documentation>#447 </xs:documentation>
</xs:annotation>
</xs:enumeration>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Audit.EventOutcomelndicator">
<xs:restriction base="xs:integer">
<xs:enumeration value="0">
<xs:annotation>
<xs:appinfo>mLh</xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs:enumeration value="4">
<xs:annotation>
<xs:appinfo>— 4 iz </xs:appinfo>

</xs:annotation>
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</xs:enumeration>
<xs:.enumeration value="8">
<xs:annotation>
<xs:appinfo>" E 4 iz </xs:appinfo>
</xs:annotation>
</xs:enumeration>
<xs.enumeration value="12">
<xs:annotation>
<xs:appinfo> 4 iz </xs:appinfo>
</xs:annotation>
</xs:enumeration>
</xs:restriction>
</xs:simpleType>
<xs:complexType name="AuditType">
<xs:sequence>
<xs:element name="auditMessage" type="AuditMessage"/>
</xs:sequence>
</xs:complexType>

</xs:schema>
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(W] ETip L 15 &1
C A Create
R TR Read
U T Update
D ilES Delete
E PAT Execute

C.2 EHLERK

AL AU WK C.2,
F=C2 EHLZRAN (CV_EventOutcomelndicator)

ARG ik FCHEIA &
0 B Success
4 — AR Minor failure
8 P AR Serious failure
12 AR Major failure

C.3 FEMRBNRD

FHAFRAAUS WEKC 3,

#F C.3 EMHAAKAD (CV_EventTypeCode)

(] Eiipuy PR IR ik
110122 HxR Login DCMAR AL
110123 IBH Logout DCMAR G
IST-PR1 JEBRAE BiRA Person identity feed
IST-PR2 JEREREH Person demographics query
IST-PR3 Ja RN R PIX query
IST-PR4 S BRAT S 2D i Person identity update notification
IST-PR5 Ji R 51 A Sl A PIX update notification
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F= C3 (&)

(el Eitipa JEH IR #VE
IST-PR6 JERZE G| & FFEH PIX merge notification
IST-MIR1 BT TANIRIE B3 Medical institution identity feed
IST-MIR2 7 PANIME & Medical institution information query
IST-MIR3 By BANIMIAE B AT S8 Medical institution information update notification
IST-MSR1 ERy7 PAEN G R B3R Medical staff identity feed
TST-MSR2 Bey7 BN RE REW Medical staff information query
IST-MSR3 BT BAENRE R EIE Medical staff information update notification
IST-TR1 SREE Retrieve valueset
IST-TR2 {EEEM Valueset query
IST-TR3 SR E AR B B 5 Retrieve conceptmap
IST-TR4 £ i 7Y 1) Conceptmap query
IST-BN1 AT R Subscribe
IST-BN2 VT b Unsubscribe
IST-BN3 el Pause subscribe
IST-BN4 PREAT [#] Resume Subscribe
IST-BN5 B AR Publish notification
IST-BN6 B Notify
IST-DS1 WA ENE document set feed
IST-DS2 SREUV@ RS = Retrieve documents
IST-DM1 TEMHE R R Register document set
IST-DM2 P FER SR 25 Document query
IST-DC1 WA FHIE MR B R Provide and register document set
IST-DR1 KRR E Document query
IST-DR2 T ) g Y = Retrieve documents
IST-DR3 PN T EES Subscribe to documents
IST-DR4 FREN i JE #2452 5 BT I8 A0 Document update notification
IST-AT1 SR T Record audit event
C.4 EIHRLBNKRD
IR WAL C 4.
% C4 EHIHFEAERES (CV_AuditSourceTypeCode)
(e Eiiipa LA #E
1 IR & it End-user display device, diagnostic display
2 BRI Data acquisition device or instrument
3 WEBJK 45 4% Web server process
4 . FH R 55 %% Application server process
5 B R 5 4 Database server process
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FC4 (&)

] iR JECREIR Hw
6 RS, WiiEes Security server, e.g., a domain controller
7 IS0 1-3)Z M 4% 2H 4 IS0 level 1-3 network component
8 1S0 4-6/ZFAE 84 1SO level 4-6 operating software
9 AN ERIRE AR External source, other or unknown type

C.5 M&inel KB

P85 7] ) SR RLARES LR C.5.

*C5 MKIFE)SEELRS (CV_NetworkAccessPointTypeCode)

AL ik P HIA U
1 FH4 Machine Name
2 TPHiAE IP Address
3 FLE S Telephone Number

Co6 S5EABKE

5 MR KRC.6.
#zCo6 B5FAEBARE (CV_RoleIDCode)

A4 ik JECREIR &iE
110153 HAR Source DCMAR A5
110152 HIEEBR Destination DOMAR iy
110150 AR5 R F Application DOMACHS,

C.7 B5HAMFIRIENTG

Z 5% AR RS WK C.T,
*C7 B5FERAEWNRAEBNKI (CV_ParticipantObjectTypeCode)

AWE ik JECAIR /U
L SN Person
2 RGEXTHR System object
3 LA Organization
1 HE Other

C.8 S5FAMFMNRBENRD

258 BT GAUS IR C.8.
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#xC8 B5FAAFMHRARNKE (CV_ParticipantObjectTypeCode)

AW E ik FEHEIA /U
1 B, BR Patient
2 &, ML Location
3 W, G RER Report
4 TR, a4k Resource
5 F A, SO Master file
6 R User
7 LIES List
8 A, Doctor
9 MEIES Subscriber
10 EEL N Guarantor
11 LA Pk Security User Entity
12 g P A Security User Group
13 ZABHR Security Resource
14 4RI E X Security Granualarity Definition
15 R fta Provider
16 W B Report Destination
17 35 e Report Library
18 aRiES Schedule
19 R Customer
20 TAE Job
21 TAER Job Stream
22 Tk Table
23 % FH R Routing Criteria
24 i) Query
C.9 &5FERMAFINREGEL
2 553 ARG A fn A ARG W3R C.9.
#=C9 B5FEAMBMNREGAER (CV_ParticipantObjectDataLifeCycle)
R ik FERER T
1 AR/ 7 Origination/Creation
2 FA Import
3 EIE Amendment
4 Bk Verification
5 ¥ Translation
6 Py i) /45 A Access/Use
7 DetniH De-identification
8 RE. NEHS Aggregation, ummarization, derivation
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F CO (&)

(v i JECREIR B/
9 et Report
10 S Export
11 NTF Disclosure
12 NHAEUE Receipt of disclosure
13 ARG Archiving
14 BB Logical deletion
15 LNETE BN EIS Permanent erasure/ Physical destruction

C.10 B5FAKIRIFALENKE

2 5535 BARN GAR IR RS .2 C.10.
#C10 25FAFIRIFIRAERKEL (CV_ParticipantObjectiDTypeCode)

5 iR FERER I
1 I R id %5 Medical Record Number
2 @R Patient Number
3 2Ty Encounter Number
4 ENT Enrollee Number
5 HRs Social Security Number
6 MWNSE Account Number
7 AP Nom Guarantor Number
8 i R Report Name
9 Wt Report Number
10 %A Search Criteria
11 HiES User Identifier
12 URI URT

27




